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What is Teleport? 

• Teleport: A modern SSH Jump Host solution.

• Role-based access control with single sign-on.

• Used to access key ECMWF services like Atos HPCF and ECGATE.

• Features:

• Direct SSH to internal ECMWF servers (e.g., HPC).

• Re-authenticate only once per 12 hours.

• Compatible with OpenSSH tools: ssh, scp, and ssh-agent.

• Supports X11 and Port forwarding.

• Usage:

• Initial sign-on with "tsh" application.

• Post sign-on: use standard ssh or scp for internal ECMWF connections.
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What is Teleport? 

• Advantages : 

• Open source, very portable, and has minimal dependencies.

• Installation:

• Available for Linux, Mac and Windows

• As a static installation or a standalone client (if you don’t have administrator 

privileges or are using Windows). 

• Must use a version of "tsh" equal to or lower than 13. We are working on 

removing this limitation in the very near future

• Authentication:

• Once every 12 hours, using ECMWF’s Teleport gateway:

• tsh login --proxy=jump.ecmwf.int

• Once you have logged in at least once, tsh will save your proxy settings and you 

only need to run ‘tsh login’. 
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tsh login –proxy=jump.ecmwf.int

• The tsh login step utilizes ports 80 and 443 for service login and obtaining the client 

certificate.

• It first contacts jump.ecmwf.int on port 443.

• Tip: View these steps using the tsh login --debug option.

• Subsequently, it initializes a local HTTP client on a high port 64xxx, generating a 

localhost URL for user access (e.g., http://127.0.0.1:64068/...), awaiting a callback from 

jump.ecmwf.int.

• This localhost URL redirects users for OIDC authentication at 

https://accounts.ecmwf.int (port 443), integrating with Keycloak associated with 

ActiveDirectory user accounts and the TOTP (Time-based One Time Password) 

security token.
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tsh login –proxy=jump.ecmwf.int

• After successful authentication, tsh gets a callback from jump.ecmwf.int, obtaining 

the client certificate and concluding the login process.

• With the 24-hour valid client certificate, users gain authorization to access hosts 

behind the Teleport proxy using either tsh ssh or OpenSSH processes.

• Standard port 22 is employed by your SSH client for server access.

• Teleport's web shell service operates on port 443 on the same host.

5



EUROPEAN CENTRE FOR MEDIUM-RANGE WEATHER FORECASTS

Accessing  ECMWF’s HPCF/ ECS

If authenticating is successful, you will see an output similar to this: 

• SSH config:

• Strongly suggested to set up the options in it instead of passing them to the 

command line: 

• Replace ecmwfusername by your registered ECMWF user and 

user.address@somewhere.com by your registered email address at ECMWF.
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Accessing  ECMWF’s HPCF/ ECS

Once you have configured the appropriate settings, any SSH-based tools 

such as ssh, scp or rsync should work out of the box without any additional 

options. 

• ssh hpc-login – for access to HPCF

• ssh ecs-login – for access to ECS 

• If you didn’t set up your config file you’ll have to specify the jump host with 

the –J option

ssh -J user@jump.ecmwf.int user@hpc-login
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Teleport demo – Installation and access from Linux
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Teleport installation under Windows

Make sure you download the “tsh client” instead of “Teleport Connect” for Windows

• Open the zip file in your file browser

• Drag the teleport folder inside the file and drop into the directory of your choice 

(the main directory for your user, for example)

• Open a Powershell and add to the PATH variable the location of the teleport 

directory. For example, if you dropped it on your main user directory 

(C:\Users\yourusername):

• setx PATH "%USERPROFILE%\teleport;%PATH%"
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Teleport demo – Installation and access from Windows
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Teleport installation under Mac
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• Either with brew or tsh client via Teleport website

• Teleport website recommended (brew doesn’t have version 13.0)

• With brew: brew install teleport

• tsh client via Teleport website:
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Teleport demo – Installation and access from Mac
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Read more: User Documentation 
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https://confluence.ecmwf.int/display/UDOC/Teleport+SSH+Access

https://confluence.ecmwf.int/display/UDOC/Teleport+SSH+Access
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VDI Service
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What is VDI? 

• VDI – Virtual Desktop Infrastructure

• Provides users with a virtual desktop environment, allowing them to access 

applications, data, and resources without being tied to a physical workstation 

at the ECMWF location. 

• Remote Access: Users can connect to their virtual desktops from 

anywhere with an internet connection.

• Consistent Environment: Regardless of the device or location from which 

users connect, they get a consistent desktop environment with the 

applications and settings they're accustomed to.
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What is VDI?

• Security: VDI prioritizes security, ensuring that data remains within the data 

center and only screen updates, keyboard presses, and mouse movements 

are transmitted.

• Collaboration: Given that data is centrally located, collaboration becomes 

easier as users can access shared datasets (MARS, Data Stores, etc.) and 

applications without transferring large amounts of data.
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Connecting to the VDI

• Start the VMware Horizon Client

• Set desktop.ecmwf.int as the server.

• Authentication

• Use your TOTP for verification.

• Browser Prompt

• After authentication, the browser requests permission to run the "VMware 

Horizon Client". Click Allow.

• Session Access

• The user gets redirected to an open VDI session or a login screen if there isn’t 

an active VDI session.

• If your userid isn't listed, select "Not Listed" and enter your ECMWF UNIX 

userid.
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Connecting to the VDI

• Unlocking the Session

• Press any key on the "Lock" screen to access the "Unlock" screen.

• Enter your ECMWF UNIX password.

• Note: Be cautious with non-UK or US keyboards. Refer to FAQ for details.

• Using the VDI

• Access the Activities menu or search box to find apps.

• This VDI has limited software as per the Bologna model.

• Most apps are in the Atos HPC and run with ecinteractive.
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VDI Demo – installation and connecting from Linux
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VDI - Available shells

• The Red Hat Linux VDI system utilizes Bash or Ksh as login shells.

• The choice depends on the configuration in your UNIX account.

• Csh is not supported in Linux VDI as per ECMWF policy.

• Software stack: 

https://confluence.ecmwf.int/display/UDOC/Software+stack+-

+Linux+Virtual+Desktop+VDI
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https://confluence.ecmwf.int/display/UDOC/Software+stack+-+Linux+Virtual+Desktop+VDI
https://confluence.ecmwf.int/display/UDOC/Software+stack+-+Linux+Virtual+Desktop+VDI
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VDI – Available filesystems

$HOME and $PERM are available both on the VDI and the HPC systems. 

• Sharing between Linux VDI and Atos HPC:

• Utilize the shared $HOME or $PERM filesystems.

• Sharing between Linux VDI and End-User-Device (Windows/Mac):

• Use native file sharing with the VMware Horizon Client.

• Default: local HOME on your device is shared.

• Option to share additional folders.

• Configure via VMware client settings > Drive Sharing.
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VDI Demo – sharing files between HPCF and VDI
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VDI – System documentation

• https://confluence.ecmwf.int/display/UDOC/Linux+Virtual+Desktop+-

+VDI%3A+Documentation
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https://confluence.ecmwf.int/display/UDOC/Linux+Virtual+Desktop+-+VDI%3A+Documentation
https://confluence.ecmwf.int/display/UDOC/Linux+Virtual+Desktop+-+VDI%3A+Documentation
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Questions?
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