Trace4EO: A Provenance Framework for Integrity, Transparency, and
Reproducibility in Earth Observation Workflows

Patryk Grzybowski!, Tuuli Lohmus ?, Mart Magi?, Indrek Loolaid %, Ludovic Augé3*

1CloudFerro S.A., Poland; 2Protexius,
O
¢

SUMMARY

Estonia; 3alt239, France; “Dataionics, France

DATAIONICS

Source, Orchestrate, Deliver

Trace4EO (Disruptive Technologies for Provenance of Earth Observation Data) is an innovative ESA ®-lab initiative designed to ensure transparency, reliability, and effective
utilization of rapidly growing EO resources. Developed by a specialized European consortium, the project establishes a new standard for data management, moving beyond

traditional metadata to a verified Chain of Trust.
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The Transparency Paradox: exponential growth in satellite data\
volume, but limited trust in highly derived Al outputs

The "Black Box" Problem: traditional metadata (STAC) describes

what the data is, but miss to document what happened during
processing

Unverified Decisions: without provenance, decision-makers
cannot audit the source or the logic behind Al-driven insights /

/Keyless Identity Signhing: leveraging Sigstore for identity-
bound, short-lived certificates, eliminating the risk of long-lived
private key leaks

Trace4EO Technical Architecture
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Immutable Transparency Ledger: every processing event

s logged to Rekor, providing an independent, third-party
verifiable audit trail
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Cloud-Native Integration: a seamless stack designed for

high-performance EO environments, from data ingestion to
verifiable provenance records
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Trace4EO: Deep ML Provenance
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End-to-End Lineage: capturing the entire 'ancestry' of a model, from \
base Foundation Models to specialized, specifc domain fine-tuning

Asset-Level Granularity: cryptographic fingerprints (hashes) for

every input asset, ensuring that not a single pixel or parameter was
tampered with
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Regulatory Compliance: providing the "mathematical proof"

required by the EU Al Act for high-risk, automated decision-making
systems /

Funded by: ESA ®-lab, commenced June 16, 2025.

Consortium: Protexius (Estonia): Data integrity and provenance experts.; CloudFerro (Poland): Leading EO cloud infrastructure provider.; Alt239 (France): Earth Observation and metadata management

specialists.
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